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APPLICATION ARCHITECTURE – OPAY EMPLOYEE SALARY MANAGEMENT SYSTEM Logical / Layered Architecture

Presentation / Client Layer

• Web Browser / Responsive UI
• APEX Pages & Components
• Forms, Dashboards & Reports

Integration Entry Layer

• REST / HTTPS Endpoints
• BEFTN / Bank Interface
• SMS Gateway Interface

External Systems

• Bank / BEFTN
• SMS Gateway
• Approved External Services

Security & Access Services

• Authentication
• RBAC / Permissions
• Session & Audit Controls

Business Services

• Profile & Contract
• Payroll & Attendance
• Bonus / Allowance

Financial Services

• Tax / VDS / TDS
• Commission / Service Charge
• BEFTN / Advice / Invoice

Workflow & Reporting

• Submit / Certify / Verify
• Scrutiny / Approval
• Reports / Statements

Application Data Access Layer

• PL/SQL Packages / Procedures
• Validation & Transaction Control
• Reusable Data Services

Oracle Database Layer

• Master & Security Data
• Employee / Contract Data
• Payroll / Tax / Payment / Audit

Operations

• Scheduler
• Logs / Monitor
• Backup / Recovery

UI requests API calls

Bank / SMS

business data transaction data monitor / reports

Primary Data & Control Flow
Users → Presentation → Security / Business / Financial / Workflow Services → Data Access → Oracle Database

External integrations are isolated through controlled interfaces; audit, monitoring and backup operate across the production environment.
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APPLICATION ARCHITECTURE – DEPLOYMENT & SECURITY VIEW

User / Access Zone

• Authorized users
• Browser / HTTPS
• Role-based navigation

Application Server Zone

• Oracle APEX / ORDS
• Business logic
• REST services
• Reporting services

Database Zone

• Oracle Database
• Transactional schemas
• Audit & security data

Integration Zone

• BEFTN / Bank
• SMS Gateway
• Secure API / HTTPS

Operations Zone

• Monitoring & logs
• Scheduler / jobs
• Backup / recovery

Security Controls

HTTPS/TLS RBAC & least privilege Server-side validationMaker-checker segregation Audit logging Protected credentials Backup & recovery

Architecture Principle: presentation, business services, data access and database responsibilities are separated for security, maintainability and scalability.



