














The Operation and Visitbility Management Systern Solution
must have remote collectiorr function to gather ntore objects
into its inventory lbr monitorillg pLlrposes.

The Operation and Visitbility Managernent System Solution
should provide real-time, integrated dashboards of
perforrnance and capacity to enable a proactive nranagement

approach and help ensure SLAs are met
'fhe Operation and Visitbility Management Systern Solution
should provide what-if scenarios to plan capacity and model
best-fit for new application workloads, hardware
procurement, hyper-converged / storage planning, cost
comparison across data centers and migration planning to
other clouds or data-center.
'Ihe Operation and Visitbility Management Systern Solution
must have what-if scenarios workload planning fbr
Adding/Removing virtual hosts resource (CPU, Mernory,
Disk space) capacity and expected utilization.
The Operation and Visitbility Management Systern Solution
slrould provide capability to automatically analyze
monitoring data to be expressed as health, risk and

efficiency rreasLlres that enable IT to detect potential issr-res

in the enviroltment rnore easily.

T'he Operation and Visitbility Management System Solution
shoLrld provide out of the box templates to ensure virtLral-
rnaching and OS hardening, change, configuration and

regulatory cornpl iance.

The Operation and Visitbility Management Systern Solution
should provide infrastructnre and operations analytics to
elirninate time-consurning problenr resolution processes

throLrgh automated root cause analysis

The Operation and Visitbility Management Systern Solution
shor-rld Predict, preveltt, and troubleshoot faster with
actionable insights correlating rnetrics, evellts, logs and
configuration data to deliver AI-based anomaly detectiorr
across data centers.

The Operation and Visitbility Management Systern Solution
should provide autornated correlation of health and
performance at the infrastrLlcture and guest OS-level to help
pinpoint lingering perforrnance problems

1-he Operation and Visitbility Managernent Systerl Solution
shoulcl provide policy-basecl configuration managernent,

rvhiclt would assLlre compliance 1br virtLral environment.

Name of the Items
and particulars Technical Specification Commenti

8



Technical SpecificationName of the Items

@ty Management System Solution

should provide intelligent operations groups, which would

provide operational insights into health, risk and efficiency

of resources by application, line of business, productiorl

workload, configuration types, and other relationship type'

The group memberships should be updated to reflect

changes in the environment dynarnically to display accurate

information in real-time, enabling IT to better align with

business teams and oPerations

@y Management Systern Sol,tio,

should provide Monitoling of OS level resolrrces (CPU'

disk, memory, network) fbr Windows and Linux OS and

physical hardware resources of virtual hosts' These

rnonitoring capabilities combined with patented analyics

should extend operational visibility and proactive

management capabilities across OS and physical

infrastructure level.

@ility Management System Solutiort

should be capable to monitor both physical hardware

resources as well operating systems. With it admins can

manage both virtual and physical infrastrtrcture with a single

@lity Ma,agement System Solutio,

should enforce IT regulatory standards for virtualized

enviroument with cornpliance and automated drift

remediation to reduce risk and ensllre virtualized

environment' s adherence to ccorlp I iance temp lales-sucll

as for PCI, DISA, FISMA, lSO, CIS, and HIPAA or create

custom compliance temPlates.

@ity Management System Solution

should proactively identifies potential issues and provides

resolution guidance which will help to avoid problems

before they occur and reduce sr-rpport request time to

resolution.

@lity Management System Solution

should provide Real-time predictive capacity management

includ in g trending, meteri ng. right-,'1I' gto!t't'^!9t'
@ility Management System Solutio,

should provide guided remediation to fix issues and also

support manual workload optimization.

@r,ide a data center wide actionable

patch compliance dashboard in the managetnent console that

enables compliance to baselines through automated scanning

and patching.

ffiion shallcome with an out-of-the-

box hypervisor security configuration guide which is able to

automatically check the virtualized hosts and virlual

machine settings for their compliance to the guidelines

h

and particulars



SL.
No.

Name of the Items
and particulars Technical Specifi cation Co**"o\

'flre Virlualization SolLrtion shall automate the tran.rfo
of ternplates, ISO images, scripts, and other files to remote
data centers on any Operating System (MacOS, Linux,
Windows) in future if required.

Warranty, Support

& Service
Bidder must submit software Ma,rrfaEur",t ,uth*irati*
letter minilnum 3 (Three) years warranty for this solution.

I

I

'lhe vendor must enteftain unlimited ru-b", of suppo,t
recluests, within active Suppoft and Subscription contract
License, Support, Subscriptions lnust f"-.ti*,=A al.."tfy
fiorn Software OEM/manufacturer considering respective
solution components

SL.

No.
Name of the ftems
and particulars

lot rrruailze Storage S()lution
Brand Any International RepLrted Brand
Paft no. To be rnentioned by the bidder.
Quantity Eight ( 8) processor license
Virtualize Storage

Solution

Requirernent

The virtual storage solution should be ,riti* to th" 
--

hypervisor fbr most optirnal I/O path and efficient use of
resources without the need to set aside resources for a
controller VM.
The vifiual storage solution shall provide ,oft*a." Uurea
enterprise class storage services on comtnoditv xg6 servers.
T'he virtual storage solution shall provicl",hur",J ,1or"g.
created by clLrstering server attachecl traditional magnetic
Disks or Flash Disks (like SSDs, NVMes etc.)
The virtual ttorug
Hybrid disk types or All-Flash Storage.
l ne vlltllat storage solution should be integrated with the
hypervisor and no additional virtual
machine/appliance/software should need to be installed.
The virtual sto.u
benefits like high availability, virtual rnotion/rnigratior.r,
distributed resources (like cpu/memory/storage) scheduler to
reassigns virtual-machines to other viftual-machines in a
:luster and to balance the workload on hosts across the
:luster.

@
'ead/write caching to reduce storage latency.
fhe virtual storage soh-rtion should b" abG to ui,tuatir"
;erver-side flash providing a high performance read cache
ayer that dramatically Iowers application latency.
lhe virtLral storage solution should U" tru.a*ar" ina"p",.,a"rt
o provide flexibility of choosing rnulti-venclor server
rardware and support virtualized storage cluster.
he viftual storage solution should give fl
ustornizg{re server hardware as per requ

:xibility
rement 7
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tL.
No.

Name of the Items

and particulars
Comments

tl.,e uittral storage solutiot-t should provide policy driven

storage availability, perlonnance management, and

provisioning

The virtual storage solution should be compatible with

disaster recovery solutions in future if required and has the

optional capability to fonn it's own disaster recovery

solution.

The virtual storage solution should suppoft the co-existance

of hyper-converged storage solution and traditional storage'

The hyper-converged storage and the existing storage

solution can be managed using the same management

framework.

@ion shoLrld support the mixing of

different compatible server brands in the same cluster'

The virtual storage solution should suppoft data efficiency

features like Erasure Coding, Deduplication & Compression

on All-Flash in future if required.

tne virtuat storage solution should provide a single unified

managernent console for the management of the entire

environment inclLrding virtualized environrnent as well as

software defined storage environment.

ft 
" 

ui,tuit storage solution should provide granular virlual

machine centric controls for managing storage service

levels.

The virtual storage solution shoutd provide automated self

rebalancing capabilities to align with defined storage service

levels.

The v

capab

fiual storage solution should deliver zero data loss

lity in case of disk, host, network or rack failure.

The solution should support online analyics on the health of
the solution and provide predictive alefis in future if
required.

The virtual storage solr"rtion sr-rppotl snapshots and clones in

a virlual environment

the virtual storage solution support Active-Active Stretch

Cluster and support redundancy within site from day 1 and

supporl redundency across multiple sites in future if
required.

The virlual storage solution should provide a highly-resilient

shared storage for a viftual environtnent ar-rd needs to have

the ability to tolerate up to I node f-ailLrres fionr day 1 and

suppofi the ability to tolerate up to 3 node failures in fl"rture

if required.

The virtual storage solutiot't should suppofi nondisruptive

Scale-Up & Scale-Out upgrades to grow capacity and/or

performance whetrever required by adding capacity hard-

disk, caching storage, CPU, memory as per luture

requiremgnr /2 .-. 
-2( €1'tr.N
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SL.
No.

Name of the Items
and particulars Technical Specifi cation Corn,n"r\

The virtual storage solution support native software-defined
data-at-rest encryption (FIPS140-2 certified) without the
need of having self-encrypting drives (SEDs).

The Solution along w,ith operation feature should provide
virtual storage work I oad Balancin g, Performance,
Capac itylCost M anagenrent, P lann i n g, Tror.r b leslrooting and
Cornpl iance visi bi I ity.

Warranty. Support

& Service
Bidder must propose Manufacturer's warranty considering
minimum 3 (Three) years warranty for this solution. If there
are rnutiple solution colnponents required from mLrltlple
OEM/rnanufhcturer, b idder mLlst propose direct
O EM/M an r-r f actr-r rer warrantv fo r ind iv i d Lra I

sol ution/colnponents.

The vendor must entertain unlimited number of support
requests, within active Support and Subscription contract
License, Support, Subscriptiorls must be delivered directly
from OEM/manufacturer vendor considering respective
solution components.

SL.
No.

Name of the Items
and particulars Technical Specification

I

05 Central Virtualization Management Solution
Brand Any International Reputed Brand
Part no. To be mentioned by the bidder.

Quantitt One(l)
Viftualization
Management

Solution

The central virlualization rnanagement solution should
provide full visibility and nranagenrent of virtual rnachines
and its infrastructure across multiple data-center in one
single pane.

The central virtualization management solution shoLrld
provide a single view of all virtual machines, allow
nronitoring of system availability and performance ancl

notifications with email alerts.

The central virtualizatiolt lranagement solution shoLrlcl

perfonn quick, as-needed deployment of additional
hypervisor hosts. This automatic deployment should be able
to push out update images, elirninating patching and the
need to schedule patch windows.
The central virtr"lalizatiolt rnanagelnent solution should havE
capability to sirnplify host deployrnent by creating virtual
machines from configuration templates from day 1 and
supporl compliance-based by virtual machines template
basecl deployment in future if recluired.

The central ui
integrated Physical Host and Virlual Machine perfbrmance
rnonitoring including CPU, Memory, Disk, Netwopk, power,

Storage Adapter, Storage Path, Ch-rster services. f rtual
machine dat",stores. .,_2 __- /

l,/tu v B--> 1.2r-

Comments
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Name of the Items

and particulars
ffi management solution sho,ld

provide repofts fbr perfbrmance and utilization of Virtual

Machines. It shall co-exist and integrate witli leading

systems management vendors

ement solution should

provide capability to rnonitor and analyze virtual machines'

and server utilization and availability with detailed

performance graPhs'

ent solution shor"rld shall

allow to Move a powered off viftual machine fiom one

physical server to another by dragging and dropping the

virlual machine icon'

ffi management solution should

provide Interactive topology maps to visualize the

relationships between physical servers, virlual machines'

ffiagement solution should shall

provide the Manageability of the complete inventory of

virlual machines, and physical servers with greater visibility

into object relationshiPs.

ffi lnattagetttent solutiotl shoLrld

provide a global search function to access the entire

inventory of multiple instances of virtualization

management server, including virtual machines, hosts' data

stores and networks, anywhere from within virtualization

managemellt server.

Th" .."1*l "i,r*lration 
management solution shoLrld

suppotl user role u,rd P".@
ffimanagement solution should allow

you to deploy and export virtual machines, virtual

appliances in Open Virtual Machine Format (OVF)'

ffi management solution should allow

reliable and non-disruptive migrations for Physical/ virtual

machines rtttrning Wintlows and Linux operating systelns to

virtual environment.

ffimanagement solution should

include provision for automated host patch rnanagement

with no virtual host/instance downtime

ffi management solution should

generate automated notificatiotls. alefis and calt trigger

automatecl workt-lows to remedy and pre-enlpt problerrs

Th".",rt*l *1.*lization lrlallagement solution shotrld be

able to integrate into industry standard server management

ffi management solution should

provide Single-Sign-On capability which should

dramatically simpIif,l' admiIristration by allou'ing users to

'iechnical Specification



m
log in once to access all instances o.layerc of ,ra*ge.Eni
without the need for further authentication.

The central virlLralization managerne,rt .olrtion rhor.,lcl
provide orchestration facility which would simplify
installation and configuration of the powerful workflow
engine in Management. The workflows shoulcl be launched
directly from the Web Client itself.
The central virtualizatiolt lxanageme,rt rr.,trti* ,rr*t nu*
critical operational enlrancements in perlbnltance
nron ilolirrg alrd capacity rnallagetnenl.
Tlre central v iftu alization management;o luti,o;;ho r,l d
provide complete visibility and understand availability,
perforrnance, utilization, events, logs and changes across all
levels of inlrastructure and applications through a single
managelneltt console fbr multiple hypervisors ancl send
alearts.

TIre central virtualizatiorr lnalragetnerlt iolulion r)lust
supporl Root-cause analysis and recommendations for any
troubleshooting and fault-tollarance or perfbrmance issue
from day l.
The central v irtualization management solution .nt,rt
support GLrided rernediation process or work-flow dLrring
troubleshooting fiom day l.
l-he centra I v i r1u a I i zat i o n ln a. agetnent so ft,tion rtrc,.-, tA

support visualization and monitoring of end-to_end storage
components from host IIBA to storage mounts.
The ce,traI virlLraIization managetxe,rt .r"1t.,trcr,-t s.tl"r-,ld
support dynamic allocation of shared storage capacity to
implement a tiered based storage strategy or policy
framwork.
'l'h e central v i ft ual i zat i on nt anagemert so lt,tion,-,.,t.ot
support live migration of virtual machines between servers
with no dis.rptio, to users or loss .f service, eliminati,g the
need to schedule application downtirne for planned servel"
maintenance.

The central virtual ization managemert rotutior*t.rt
support Iive migration of virtual-machine disks with no
disruption to users and reduce schedule application
dorvntime fbr planned storage lnaintenance or storage
rnigrations.

J'he central viftualization tnanagemert *tt-,tio, n-,r.,rt

suppoft automatic restart r,vithin minutes for all applications
if any hardware ol'operating system lailure occurs and
support continuous availability of any application in
event of a h_ar:dware lailure-with no data loss or

SL.
No.

Name of the ltems r

and particulars I 
Technical Specification Commen{
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iL,
No.

Name of the Items

and particulars
The 

"e'r-,ttul 
virlualization management solution should

supporl storage-agnostic replication of virlual machines with

flexible RPOs to enable scalable, automated disaster

recovery orchestration in future if required.

The 
".nt.ul 

virtualization management solutiotr should

supporl Role-based access control (RBAC) for role based

operational access management.

The central vir-tualization Inanagement solution must

support virtual machine and storage environlnetrt capacitv

usage/metering, trending, right-sizing, what-if scenarios and

resource optimization from daY l.

The central virtualization management solution must

support virtual machine hardening operation from the

central management for security management from day 1

Warranty, Suppotl

& Service

gidd", must subn-rit softw'are Manufacturer's authorization

letter rninimurn 3 (Three) years warranty for tlris solutiot-t'

The vendor mttst entellain unlimited number of suppom

requests, within active Suppoft and Subscriptiorl corltract

Li".,lt", Support, Subscriptions must be delivered directly

from Software OEM/rnanufacturer considering respective

solution components

SL.
No.

Name of the Items

and particulars
Technical Specification Comments

06 Applt"rtim D"ttt",]
Brand

Controller (SLB)

@ Brand

Paft no. To be mentioned by the bidder.

Quantity 2 (Two)

Application

Delivery Controller

(sLB)

The proposed solution must be enterprise-class load

balancing with TLS 1.3 supporl, SSL termination, default

gateway,DNS, wildcard VIP and other L4-L7 services lbr

application delivery.

Thi p.oposed solution suppofi 5 Gbps SSL throughput and

scalable to lOGbps, suppoft 6K SSL-ECC Connections per

second and scalable to 12K per second, sllpport 90K HTTP

Requests per second and scalable to 1 80K per second,

strppport 65KL4 TCP Connections and scalable to 130K L4

TCP Connections.

TlTe proposed solution must suppott multi-cloud load

balancing intelligent traffic routing across mLrltiple sites and

across private cloud DC-DR or public clouds in future,

global server load balancing featttres'

Tl,. ptopot"d solution should monitors health of the virlLral

services so that it can choose the best location for

A
- fut

I

Technical Specification Comments



The proposed solution should support DNS-basecl load
balancing, Active/DR GSLB, Active/active GSLB with
consistent hash, active/active GSLB based on geographic
location, GSLB site persistence based on HTTp cookies,
Two-level GSLB algorithm for location based and pool
based, Multitenancy, IPv6 Support, Canary Update, Control-
plane and data-plane health monitoring,
The proposed solution must support monitor application
performance and record ancl replay network events with
granu Iar logging in lorrnal iorr.

The proposed solution must support predictive autoscatirrg
for application and load balancer scaling based on real-time
traffic patterns and demand.

The proposed solution must support distributed application
security fabric for granular application insights to secure
web apps in real time.

The proposed solution must support W.b Appli."ti.,
security, suppofi OWASP Top-10 protection, Bot
management, suppoft for compliance regulations such as

PCI DSS, support signature-based detection, positive

security n-rodel arrd learning rnode for WAF.
The proposed solution rnust suppoft SSO / client
authentication with SAML 2.0 authentication and
authorization for back-end H'fTp application.
The proposed solution must support automation and
programmability with REST ApI based solution for
accelerated app licati on del ivery, extend in g autornation.
The proposed solution must snpporl u@
real-time telemetry, application monitoring, end-to_end
timing, record and review capabilities, searchable traffic
logs, security insights, log insights, client insights, and
more.

The proposed solution must support 
"",rt.otir"Arranagement and upgrade with policy-based nranagernent

and should have ability to selectively Lrpgrade data plane
with flexible upgrade.

The proposed solution must support Networking protocols
like BGP, ECMP, BFD, Route Flealth Injection, Ipv6,
VLAN & trunking, VRF awareness, Radius etc.
The proposed solutiorr must sLrpport consolidated
container/Kubernetes services lil<e container Ingress LB,
WAF, GSL[3, DNS/IPAM on a scalable platfonn with
support for rnulti-clLrster, multi-site and multi_container
clusters.

The proposed solution must support affi
for a quick snapshot of network/application posture, encl-to_
end round trip tintes with latencies between each network

w)15-

SL.
No.

Name of the Items
CommenfiTechnical Specification



Name of the Items

and particulars
ron Comments

hop, Granular security insights on traffic flows and rule

matches for precise policies.

Warranty, Support

& Service

Bidder must submit software Manufacturer's authorizatiol.t

letter minimum 3 (Three) years waranty fbr this solution.

The vendor must enteftain unlimited number of supporl

requests, within active Supporl and Subscription contract

License, Support, Subscriptions must be delivered directly

frorn Software OEM/rnanufacturer considering respective

solution cotnponetrts

For any additional advice on deployment and suppotl

services, the bidder should have at least one ccie-level

security specialist on staff.

SL.

No.

::::::::,:::,:,::'

i$x

07.b) Network Sand Box

Covered by Advance File Inspector (SL. No. l1)

A &-&-ryD_.---< {e

t--I sL.

I lNo'

/,

sL.
No.

SL.
No.

Name of the Items

and particulars
Technical Specification Comments

07.a) File Sand Box

Covered by Advance Network Traffic Inspector (SL' No. l0)

Name of the Items
and particulars

Comments
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07.c) Server Security and Host Based WAF

Qual i fication criteria

I SO 900 1 19002 or higher for the manufacturer, FCC

Class A/B, E,nergy Star or equivalent for quality
assurance Bidder rnust submit appropriate documents fbr
the cerlifications.

Brand
Any reputed international brand to be rnentioned by
tlie bidder.

Model To be mentioned by the bidder
Country of Origin USA/UK/EU lJapan or equivalent
Country of
Manufacturer

To be mentioned by the bidder

Year of Manuf'acturing 202212023

Number of Se rvers Tw<t (02)

Processors
Rack Server shall have two (2) Intel@ Xeon@ Silver
4309Y 2.llG, 8C/16'I, 10.4G'f/s, l2M Cache.

Chipset
Intel C620 series chipset compatible with the offered
processors or latest

Internal Storage
The server should have 2 x 480G8 SSD Drives flom dav
one.

Memory

Should have at least l6 DDR4 DIMM slots per server and

suppofl up to 1TB of DDR4 RDIMM memory. Should
suppon registered ECC DDR4 DIMMs only
The Server should be configured with 64GB of DDR4
Memory from day one using 32GB modules.

Netwolk

Should have integrated 2 x lGbE ports

Bidcler must prclvide necessary transceivers

accordirrgly as per leqrrirernent

PCIe Slots Server should support 6 PCle Gen4 slots

Management

Should suppofi out ofband upgrades, Agentless out-of-
band management, integrated diagnostics and Power
monitoring and reporting.

The server should support industry standard management
protocols like IPMI v2 ancl SNMP v3

One l-Gbps RJ-45 managernent port

HTML 5 based management GLII

Server should support management through iOs and

Android device from Dav-0 I

The server should support multiple management

interfaces including web user interface and command line
interface.

Automatic Configuration of rnanagemeut port, using
a central repository for the configr.rrations and XIVIL
files to configure the server

Automatic upclates of all firntware, usiltg a central
repository to handle the upgracle

Following security {'eatures rnust be available with the
servers -

/

Security Should have the ability to ser:urely erase data fiom local
storage (ltDDs, SSDs, NVMs) ancl embedded flash

devices. r) f
7
P
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I Should prevent unauthorized or malicious change with

Server Lockdown

Maintain data safety with cryptographically signed

firmware packages and Secure Boot

Ports

Should have the following porls for server connectivity -
Front ports: 1 x VGA, 1 x USB 2'0, dedicated Micro-

USB port for direct remote access management controller

Rearporls: I x USB 2.0, 1 x USB 3.0,2 x Ethernet.

Video card: VGA

Others

Should have 5 hot plugs fans with redundancy

Supports hot-swappable energy efficient redundant power

supply. minimum 800W

Should have standard security Bezel

nult f lt and cable management arm to be provided along

with the server

Operating System and

Hypervisors Suppott

Canonical Ubuntu Server LTS

Microsoft Windows Server with Hyper-V

Red Hat Enterprise Linux

SUSE Linux Enterprise Server

VMware ESXi

Support

03 yrs with 24 x'7 x 365 Technical Support & Assistance'

OEM must have in-country product depot/warehouse

OEM should have direct mail access support and a toll-

liee contact number for customers to contact directly for

any supporl/troub leshooting

Form Factor Preferably 2RU

,Name of the

Par-ticulars
Comments

08 Server Security

Brand To be mentioned by the bidder

Model To be mentioned by the bidder

Country of Origin USA/EUiEquivalent

Country of
Manufacturing

To be mentioned by the bidder

Quantity 30 (Thirty) Units

General Requirements

The solution must provide single platfonn for cornplete

server protection over physical, virtual (server/desktop)'

& cloud:

. Provides layered defense against advanced attacks and

shields against known vulnerabilities in web and

enterprise applications and operating systems.

. Web reputatiott prevents access to maliciol"ts rveb sites
/-) ,/-

& k (,t
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li

. Protects a wide range of platforms: Windows, Linux,
Solaris, IIP-UX, AIX, VMware, Citrix, Hyper-V,
Amazon.

Single lranagenleltt console to manage workloads
across pliysical, virlual and cloud

The proposed solution should have Antimalware, Web
reputation feature to prevent access to malicious web
sites, Application Control to prevent unwanted
Application usage, Host based Intrusion Prevention
Solution along with bi-directional stateful inspection
frrewall & the solLrtion shor:ld be able to track changes
in the systern file & notify adrnin from day one.

Managernent Console

Proposed solution should be in SaaS or On-premises
model & have cloud/web based dashboard to display
multiple information.

The dashboard must be configurable by adnrinistratol to
display the information which is reqLrired only

Proposed solution must have a web-based management
system for administrators to access using web browsers

Providing "Aler1s" on the main menu to view
adrninistrator notifications concerning system or
security events.

Providing Firewall Events to view activities on
computers with the firewall enabled (typically includes
dropped or logged packets).

Providing access to DPI Events to view security-related
DPI activities. The section should display exploits
detected, either resulting in dropped traffic (Prevent
Mode) or Iogging of events (Detect Mode).

Providing Systern Events to view a sumrnary of
security-related events, printarily for the Management
server and also inclLrding Agents' system events. All
adrninistrative actions should be audited within the
System Events.

SolLrtion

Functions/Modules

Must be able to provide the option of Anti-malware in
agentless mode in Vmware Server & VDI platforrn

Must be able to avoid resource contention such as

antivirus Strorn in the virlualized VDI environrnent

The proposed solution rnust be able to provide Web
Reputation filtering to protect against rnalicious web
sites for virlLral desktops

SL.
No.

Name of the Items and
particulars Technical Specification Commeil



Mrrt be i,-,tegrated with VMware vShield Endpoint

APIs, t-to agent needed in the virtual machine'

Mrtt p-rtd" ESX level of caching for virus scanning'

Mrtt b" ,bt" t" pt*ide HIPS/HIDS feature agentlessly

Vmware VDI platforrn & with agent in Physical servers'

@rlrarlce deep packet insPection

engine that examines all inconring and or"rtgoing trafflc

for protocol deviatiotls, content that signals atl attack' or

policy violations.

Mr.t b. 
"bt" 

t" ,perate in detection or prevention mode

to protect operating systems and enterprise application

vulnerabilities.

Ml',tt p-"td" d"t"iled events with valuable information'

including who attacked, when they attacked, and what

they attempted to exploit. Administrators can be notified

automatically via alerts when an incident has occurred

tvt,.,st be able to provide protection/shield agairrst known

vulnerabilities.

Protection can be pushed out to thousands of
viftual/physical servers in minutes without a systen-t

reboot

f,r"tra.t out-of-the-box vulnerability protection for over

100 applications, including database, Web, email, and

FTP services

Mr.t i""trd" exploit rules to stop known attacks and

malware and are similar to traditional antivirus

signatures in that they use signatures to identify and

block individual, known exPloits

fra,rrt uttitt. compliance (PCI DSS 6.6) to protect rveb

applications and the data they process.

Must automatically shield newly discovered

vulnerabilities within hours, pusl-ring protection to large

number of servers in minutes without a system reboot'

frl*t in"trae an enterprise-grade, bidirectional stateful

firewall providing centralized managernellt of firewall

policy, including predefined templates'

Virtual machine isolation.

Fine€rainecl filtering (lP and MAC addresses, potts)'

C,o**g" of all lP-based protocols (TCP, UDP' ICMP'

GGP, IGMP, etc.) and all fiarne types (lP. ARP' etc')

@f service(Dos)attack

l
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Design policies per network interf-ace

Detection of reconnaissance scarls

MLrst be able to monitor critical operating system and
application files, such as directories, registry keys, and
values, to detect and report malicions and r-rnexpected
changes.

Provides hypervisor as well as physical server integrity
checking, extend security and cornpliance of virtLralized
systems to hvpervisor. Ancl rnust suppoft Intel
l'PM/TXT technology.

Provides Agent-less as well as agent based
recommendation or baseline scan.

Provide virtual protection which shields vulnerable
systems that are awaiting a security patch.
Ar-rtomaticaIIy shields vr.rlnerable systems within hours
and pushes out protection to thousands of VMs/physical
servers within rninutes.

Must have vulnerability rules to shield known
vulnerabilities fi"om an unlimited nurnber of exploits.
Automatically shields newly discovered vulnerabilities
within hours.

The proposed solution must support event tagging so
that Administrator can add "tag" to events generated by
the solution

I'he Tag must be fully customizable; aaminiitrator can
add, edit anc'l delete their own Tag witli owlt nalre

The solution should support Application control,
belravior monitoring & Ransomware protection.

The solution should support on premises anti+pf
solution integration.

The solution should have antiMalware scanning
capacity in Oracle Solaris l0 & 11

Supported Platfbrrr

Supporl Platform includes:

Microsoft Windows

. Windows 8

. Wirrdows 7 (32 and 64 bit)

. Windcrws Server 2019 (64 bit),2016 (64
bit),2012,2012 R2 (64 bit),2008, 2008 R2,2003 Sp2 (32
&.64 bit),2000 service pack 3 or 4 (32 bit)

. Windows Vista (32 and 64 bit)

K|,,,
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. Windows 2012

. Windows XP (32 and 64 bit)

. XP Embedded

. Windows 2003 SP2 (32 and 64 bit)

. Vmware vSphere 4.115.015.1

. Vmware E,SXi 5.0/5.1

. Vmware View 4.5/5.0

. Citrix XenServer

. Microsoft HyperV

. Solaris OS 10

. RedHat Enterprise Linux 6.0

. RedHat Enterprise Linux 5.0 (32-bitl64'bir)

. SUSE Enterprise Linux 11 (32-biV64-bit)

. SUSE Enterprise Linux l0 (32-bitl64-bit)

. AIX 5.3,6.1 on IBM Power SYstems

.HP-UX 1liv3(11.31)

Provides out of the box compliance support for

Compliance &
Certification

. PCI DSS 2.0.

The solution must be cerlified to Common Criteria EAL

2+ (minimum)

The proposed Endpoint Security, Server Security ,

Advance Network traffic Inspector and Advance File

Inspector should be frorn same OEM.
Deployment

sL.

I No.
Technical Specification
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t
The solution must be integrated to SIEM system
including Arc S i ghtrM, Intel litactics, NetlQ, RSA
Envision, Q 1 Labs, L,oglogic.

ILeqLrired OS & other necessary licenses should be

provided by the solr,rtion provider to provide complete
solution

Mantrfacturer's part
rrrrrnlrer. Warrarrty and

TAC supporl

Bidder must be subrnitted Manuf'acturer Authorization
fornr (MAF)

Bidder should submit BOQ of proposed device
including the details part numbers, necessary TAC
support 24x7 and rnanufacturer warranty fbr 3 year's

Vendor should quote fbr necessary service subscription
for 3 years

Installation, Testing and

Commissioning

Bidder rrust carry out on site installation, testing and
commissioning. Bidder must configure appropriate
security and administration related policies, must do
integration with other re I ated hardware/software
required to make the LAN functional and shall provide
respective clocumentation to BBS.

09

General Requirements

&-/' furu

Endpoint Security

To be Mentioned by the Bidder

T'o be Mentioned by the Bidder

Country of Origin USA/EU/Equivalent

200 (Two Flundred) Units

M ust off-er comprehens ive c I ient/server secu ri ty
by protecting enterprise netr,vorks from which
includes virus protection, spyware, root kits,
bots, C&C attacks, gray ware, adware, malware
ancl other computer bourne threats or mixed
threat attacks or any ernerging cyber attacks or
zero day attack protection. The solution should
be in the of Gaftner's leader's quadrant for
E,ndpoint for last l0 years

Solution rrust clean computers of file-based and

network viruses plus virus and worm remnants
(Trojans, registry entries, viral files)-through a

firl ly-autornated process.

SL.
No.
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Must be able to reduce the risk of virus/malware

entering the network by blocking files with real-

time compressed executable files.

The proposed solution should have protection

against file less malware from day one'

Must provide Real-tirne spyware/gray ware

scanning for file system to prevent or stop

spyware execution

the adrnin shoLrld have the choice to assesst'nent

capability to allow first to evaluate r'vhether

spyware/gray ware is legitimate and then take

action based on the evaluation

Must clean computers of file-based and network

viruses plus virus and worm rernnants (Trojans,

registry entries, viral files)-throLrgh a fully-

automated process

The proposed solution should have

Antimalware, Web reputatiotl feature to prevent

access to malicious web sites, Application

Control to prevent unwanted Application Lrsage,

Device Control . Host based lntrusion

Prevention Solution (Virtual Patching) along

with bi-directional state full inspection flreu'all

& the solution should be able to track changes itr

the system file & notify admirr frorn day one.

To address the threats and nuisances posed by

Trojans, the solution should be able to do the

following but not limited to :

Vulnerability Protection

--Terminating all knor,vn virus processes atld

threads in rnemorY

-- Repairing the registrY

-- Deleting any drop files created by viruses

-- Rernoving any Microsoft Windows services

created by viruses

-- Includes Cleanup for Spyr'vare, Adware etc

Must be capable of cleaning viruses/malware

even without the availability of virus cleanup

components. Using a detected file as basis, it

should be able to determine if the detected file

has a corresponding process/service il.t t-netnorv

and a registry entry, and then remove thern

altogether

I,
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MLrst provide Outbreak Prevention to Lirniya.*
access to specific shared folders, block por1s,
and den,v write access to specified files and
folders on selected clients in case there is an
outbreak

Behavior Monitoring

Must have behavior monitoring to restrict
system belravior, keeping security related
processes always up and running

Enable ceftification that a software ii safe to
reduce the likelihood of false positive detections
or equivalent

MLrst provide Real-tirne lock down of client
configr-rration allow or prevent users fron-r
changing settings or unloading/uninstalling the
software

Users with the scheduled scan privileges can
postpone, skip, and stop Scheduled Scan.

The solLrtion should have the machine learnrng
I-eature in any condition (online & offline both
condition)

The solution should have behavio. *onito.irg
capability to identifiz common behavior &
processes of ransom ware and block the same.

Should have a manual outbreak prevention
Ibature that allows adntinistrators to configure
port blocking, block shared folder, and deny
writes to lrles and folders manuallv

Should have the capability to assign u "li*t tl*privilege to act as a update/rraster relay agent
fbr rest of the agents in the network

Shall be able to perfonn diII'erent r.u,, .A.tion-,
based on the virus type (Trojan/ Worm, Joke.
Hoax, Virus, other)

shall be able to scan only those file type 
"rt 

icf,
are potential virus carriers (based on true file
tvpe)

ShoLrld be able to detect files packed ur,,Areuf_
time compression algorithms as executable files.

shall be able to scan Object Linkinffi
Embedding (OLE) File

Threat Detection Capabilities Must provide Web threat protection by the

.L\ame ol tne ltems and
particulars Technical Specifi cation Commeif,



Technical SPecifi cation

-trrtrst be able to protect the endpoints frotn

Web threats by blocking access to and from

malicious sites based on the URL's reputatiotl

ratings

-Must extend Web threat protection to the

endpoints evetr whelr they disconnect frotn the

network, i.e. regardless of the location

-Must haveJhe capabilities to detine Approved

URLs to bypass Web Reputation policies

-Must provide real-time protection by

referencing online database with rnillions of

rated Web domaitts

--Configure Web repLrtation policies and assign

them to individual, several, or all end users

machine.

Mrtt b.-bl" to check the reputation of the files

hosted in the internet, as webmail attachment

and residing in local comPuter.

tvtrst pro,.ide the flexibility to create firewall

rules to filter connections by IP address, pott

number, or protocol, and then apply the rules to

different groLlps of users

f'tr" ptopot"d solution should have capabilities

to have the tight control on the application

running in the endpoints based on applicatiorr

category, versiot-t & vendor from the central

cousole. Moreover it should have applicatiorl

black listing & white listing feature.

Th"€d-* can search made on paralneters sttcl.l

as, specific communications, specific malware,

registry activity, account activity, and running

processes. The admin can search using indLrstry

standard Open IOC or YARA rules.

Th. p.opot"d solution can automatically isolate'

quarantine, block executions, roll back settings .

with the option for investigators to also

rnanually respond while performing an

investigation. Endpoints can be isolated,

processes can be terminated, and security

intelligence can be autornatically updated on a

per-user or enterprise-wide basis.

fn" p.p*"d solr.rtiort should be able to analyze

the impact of-strspiciotts files etc' in the net'uvork

by doing detailed investigation.

il-'---:

Name of the Items and

particulars



M
The proposed solution sliould have the duplicate
system file rnonitorirrg mechanism along with
blocking capacity of Shell modification attack,
host file modification ,DLL injection, Systerl
file & llrocess nrodificatiorr elc.

Must provide a secure Web-based management
console to give administrators traltsparent access
to all clients on the network

Managenrent

The solution should be able to scan POP3 mails

Must have the flexibility to roll back the Vir.us
Pattern and Virus Scan Engine if required via
the web console

Should have role based administration with
active d i rectory integration

Should have integration with the Active
directory 200812012 or higher and support
grouping of clients into dornains 1br easier
administration

Establish separate configuration tbr internallv
versus externally located machines ( Policy
action based on location awareness )

The proposed solLrtion shoLrld ubl" to d"tect
malicior"rs traffic that hides by using suppofiecl
protocols over non-standard pofts.

The solLrtion should have capability olUloct mg
Zero day attacks by integrating rvith on-
premises sandbox solutior"r & analyze the East-
West traffic along with Norlh-South traffic.

The solution should sllpport clie,it installatio,t
on all the follor.ving

--Windows 10, Windows 2008 Server, Windows
2012, 201 6, 20 19 server versions.

Platforms and Reports

--mac OS (Mojave, High Sierra, Sierra or more )

-- OS X (Yosemite & Maveric or more)

--Must be able to send notiflcatiorrs whenever it
detects a security risk on any client or during a
security risk outbreak, via E,-mail, SMS. SNMp
trap

Should ha",e a feature sirnilar to Firewall
Outbreak Monitor which sends a customized
alert message to specified recipients 'uvhen log

:HL9!:11PS, client fi rer.r,al l, andt yl
\1 ? fr-ff,,
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network virus logs exceed certain thresholds,

Signaling a possible attack.

Must be able to send a customized notification

rnessage to specified recipients when firewall

violatior-rs exceed ceftain thresholds. rvhich nlay

signal an attack

System should be configured in such a way that

at no case no endpoints/remote agents will be

able to communicate with OEM cloud for

obtaining updates through internet.

In case of bot infection, bot removal tools also

to be facilitated to clean the infected machine

The proposed Endpoint Security, Server

Security , Advance Network traffic Inspector

and Advance F-ile Inspector should be from

sarne OEM.

The End point AV should have tlre option o1'

integration with on premises sandbox/anti-apt

appliance.

The solution should be managed frorn the single

console & custom repofts can be generated from

the console.

The reporting module shall be able to

auton"ratically deliver repofts via ernail to

designated users when the report has been

generated

Required OS & other necessary licenses shotrld

be provided by the solution provider to provide

complete solution
Deployment

Bidder must be submitted Manufacturer

Authorization fonn (MAF)

Manufacturer' s Author ization
letter, Warranty and suPPort

Bidder should submit BOQ of proposed device

inclr-rding the details paft numbers, Shor-rld

provide 24x7 supporl for 3 Years

Vendor should quote for necessary service

subscription for 3 years

Bidder must carry out ol1 site installation, testing

and commissioning. Bidder must configure

appropriate secr-rrity and administration related

policies, must do integration with other relatecl

requirglto make the LAN

Installation, Testing and

Cornmissioning

SL.

{ No.
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Advance Network Traffic Inspector

Brand 'lo be nrentioned by the bidder

Model To be mentioned by the bidder

Country of Origin USA/EU/Equivalent

Country of Manufacturing To be rnentioned by the bidder

Quantity I (One) Unit

Scalable sandbox analysis server that provides
on-demand, on-premise sandboxing services.

Should allow you to define rnultiple, custorn
sand boxes-virtual environments that precisely
rnatch your desktop software configurations.

Should support out-of-the-box integration with
proposed endpoint products as well as other 3rd
party prodLrcts .

General Specification

Should have 500 mbps throughput or more

Should perfbrms page scanning and sandbox
analysis of URLs.

Should support at least 2 sandboxes for
customization of customer environment.

The solution should be able to check East-West
trafllc fiorn day one to get the better detection of
lateral Inovement.

Should have document exploit detection feature
or equivalent

Should support custom sandbox image for better
flexibility along with check & inspect minimum
100+ protocols.

Should sLrpporl STIX 2.0/"1'AXII & YARA.

The proposed solution should be able to detect
the tragated attack, Zeroday attack;rlTq,rld giye

&. L$(ffi

functional and shall provide respective
documentation to BBS.

W
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real ii,ne threat visibility, should be able to

detect embedded exPloit code etc.

Should have IOC sharing capability among same

OEM products along with other OEM product'

Th. p.opot.d solution shall support Local

Password authentication schemes

The proposed Endpoint Security, Server

Security , Advance Network traffic Inspector

and Advance File hTspector should be from

same OEM.

The proposed solution shall supporl Remote

administration using S SH/HTTPS

The ploposed solutior-r shall support CLl.

GUI/Web based Adrninistration Cotrsole'

The Proposed solution should be able to

generate out ofbox rePofts

Ti',e proposed solution should have capabilities

to configure separate notifications to the

administrator or irrdividuals based on specific

events like. Sandbox detection etc.

For redundancy the appliance should support

RAID & redundant power suPPlY.

Should have minimum 4x 10/100/1000 RJ45

interface.

Solution should have multiple bLrilt-in virtual

execution environments within single appliance

to simulate the file activities and find malicioLrs

behaviors for advanced threat detection.

Sandbox must suppofts multiple operating

systems and for both 32-bits and 64-bits OS

Solution must have the capability to analyze

large files. Must be able to support more than

15MB file size

The Proposed solution should supporl Windows

10 ( 19H1 ,19H2 & 20Hl) , Windows Server

200312003 R2, Windows Server 2008/2008

R2,Windows Server 201212012 R2, Windorvs

Server 2016, and Windows Server 20 I 9.and

Microsoll Server 2019 etc. and Linux Cent OS

1 .8 64 bit operating environments for

I

SL.

| *o.
Name of the ltems and
particulars

Technical Specification Comments

€----N 6t:
31



The proposed solution should have the packet
capture option for advanced troLrbleshooting

The proposed solution should be able to detect
and prevent the persistent threats which come
through Microsoft Offlce files, executable files,
PDF files , Flash f-iles, RTF files, ODT, ODP,
ODS file type, EGG, ALZ, ELF and shell scrrpt
files of Linux and and/or other objects. It should
have Document exploit detection feature

IM.men]

Required OS & other necessary licenses should
be provided by the solution provider to provide
complete solution

Manufacturer' s part number,
Wamanty and TAC support

Bidder nrust be submitted Manufacturer
Authorization fbrm (MAF)

Bidder should submit BOQ of proposed device
including the details paft numbers, necessary
TAC support24xT and manufacturer warranty
for 3 year's

Vendor slrould quote for necessary service
subscription fbr 3 years

Instal lation, Testing and
Cornmissioning

Bidder tnust carry out on site installation, testing
and commissionir-rg. Bidder must configure
appropriate security and adniinistration related
policies, must do integration with other related
hardr.vare/software recluired to make the LAN
functional and shall provide respective
documentation to BBS

Advance File Inspector

To be mentioned by the bidder

To be rnentioned by the bidder

Country of Origin USA/EU/Equivalent

Country of Manufacturing T'o be mentioned by the bidcler

1 (One) Unit

General Specification
'l'he proposed solution should be able to inspect
the multi-protocol sessions to detect and flag the
suspicious activity includi

SL.
No.
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downloads through the web, the suspiciotts mail

attachment and internal infections.

The proposed solr"rtion should sllppoft the native

CEF,LEEF fbrmat for SIEM log integralion

The proposed solution should be able to detect

and prevent the persistent threats which corr,e

through Microsoft Office files, executable files.

PDF files , Flash files, RTF files and and/or

other objects.

The proposed Anti-APT solution should support

Structured Threat Infonnation eXpression

language.

Upon detection of the threat, the proposed

solution should be able to perfbrm bel-ravior

analysis for advance detection.

Proposed solution should have event detecttott

capabilities that shoLrld include malware type,

severity, source and destination of attack.

Proposed SolLrtion should integrate with the

Proposed Server Security and Endpoirtt soltttiotr

for Zero day protection

Solution should be deployed on premise along

with on premise sandboxing capability.

The proposed solutior"r should be able to store

payload ofthe detected threats.

The admin/ authorised threat t'eseat"clter calt

manually subrnit sarnple files to check it firrlher

Solution should have no limitation in terms of
suppofied users and limitation should be

accounted in terms of only bandwidth

The Anti-APT solutiott shoLrld notif,v the AcLnin

by SMTP over SSL/I'LS. The option of
configuring mail server IP along with port

should be available.

The solution should check the update from the

OEM cloud in every 15 min

Solution deployment should cause limited

interruption to the current network environment.

The solution should suppoft minirnurn 4500

YARA rules or more.

Technical Specifi cationName of the Items and
particulars
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The solution should have the Document exploit
detection feature.

J'he solution should supporl custom made virlual
hosts fbr better sandboxing result. The bidder
should arrange the necessary original Windows
OS software license for creating Virlual hosts
required lor the olgarrization.

l-he solution shoLrld support manual submissiou
of suspected files to the sandbox fbr further
analysis

Open Web Services API allows any product or
authorized individual to submit samples and
oblain detailed analysis.

ShoLrld perfbrrns page scanning and sandbox
analysis of URLs that are manually sLrbrnitted.

Should support at least 33 sandboxes for
customization of custorner environment.

Should have Redundant power supply

The solution can detect rausomware, advanced
rnalware, zero- day exploits and mLrlti-stage
downloads resulting from malicious payloads or
URLs on Windows and Mac OS svstems

Malware Analysis

Solution shoLrld have rnultiple built-in virlual
execution euvironments within single appliance
to simulate the flle activities and find n-ralicioLrs

behaviors 1br advanced threat cletection.

1'he proposed solution should be able to provide
minirnum 30 customizable sandboxes to fulfill
Customer's environments and needs.

Sandbox must support multiple operating
systerns and for both 32-bits and 64-bits OS

Solution nrust have the capability to analyze
large files. Must be able to supporl more than
40MB file size

T'he proposecl solution should scan minimurr.t
37500 or more samples per day

The Proposed solution should suppoft Windows
7, Windows 10, Microsoft Windows Server
2012 etc. operating environments for
Sandboxing

The proposecl solution shor.rld have gray ware
detection capabi lities.

SL.
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Name of the Items and
particulars Technical Specification Commeit



The proposed solution should have storage

(minimum 4 TB or more) inbuilt with RAID

feature with redundant power supply

Th. p.opot"d solution should support IPv4 &

S"l,,tr, *rst be capable of performing rnLrltiple

file forrnat analysis which includes but not

limited to the followir-rg: LNK, Microsoft

objects, pdf, exe files, compressed files, 'chm,

.swf, .ipg, .dll, .sYs, .com and 'hwP

Tl* ptopo."d solution should have an bLrilt-irr

document vulnerabilities detection engine to

assure analysis precision and analysis efficiency'

The proposed solLrtion must provide the

capability to exportable network packet files and

encrypted suspicious files for further

investigation.

The proposed soltrtiort have the capability to

perfonns tracking and analysis of virLrs

downloads and susPicious files

Th" p.opos"d solution should supporl exporling

of analysis results st'tch as C&C server IP and

nraliciotts dornain listing

The Proposed solution should have capabilities

to detect Malwares and Spywares otr windows

and non windows Platforms

The proposed solution must have capabilities to

detect Mac, Linux and mobile malwares

Til" propot"d solution should have capabilities

to configure files. lP, URLs and Dotnairts to

Black list or white list

Th" propoted solution should have capabilities

to configure separate notifications to the

adn-rinistrator or individuals based on specific

events like. Sandbox detectiotr, Black List and

license events etc.

The Proposed solution should be able to detect

known malwares before sending suspicious files

to Sandbox lor analYsis

fh. f-pot.d solution should be able to corelate

local APT attacks with Global historical APT

6$
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The Proposed solution shoLrld be able to share

IOC/threat intelligence to existing Web, Mail,
server security & EndPoint security solution.

The proposed solution should support
customizable reporting

The proposed solLrtion shoLrld provide reporls
with (but not limited to) HTML/cSV/PDF
formats

The proposed solution should be able to
schedule repofts and also provide the tlexibility
to generate on-demand repofts in
daily/weekly/rnonthly/yearly or specifi c range
(by day and time)

The proposed solution should slrppoft logging of
irnportant parameters like Source lP, Destination
IP, ports, protocol, Domain, time stamp etc. of
the attacks sessions.

The proposed solution should have the
flexibility to provides customizable dashboard.

The proposed solution should have the option to
provide Investigative dashboard that is capable
of displaying correlated graphical data that is
based on Iink-graph, geo-map, chart , tree-
map/pivot table.

The proposed solution should be able to provide
in-depth reporling including the level of risk,
static scanning results, sandbox assessment,
network activity analysis, and a source trackitrg
infonnation.

The proposed Endpoint Security, Server
Security , Advance Network traffic Inspector
and Advance File Inspector should be fi'om
same OEM.

The proposed solution should have capabilities
to configure separate notifications to the
acfininistrator or individuals based on specific
events lilte, Sandbox detection, Black List and

license events etc.

Authentication Adrn inistratiorr
and Con fi guration Requirernent

The proposed solution sl-rall support Local
Password authentication schemes

The proposed solution shall support Remote
adm inistration using SSf{/HTTPS

The proposed solution shall support CLI,
GUI/Web based Administrati

r &,/
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Required OS & other necessary licenses should

be provided by the solution provider to provide

complete solution

Bidder must be sLrbniitted Manttfactttrer
Authorization form (MAF)

Manufacturer' s paft number,

Waranty and TAC support

Bidder should submit BOQ of proposed device

including the details paft numbers, necessary

TAC support 24x7 and manufacturer warratrty

for 3 year's

Vendor should quote for ltecessary service

subscription for 3 years

Bidder must carry out on site installation. testing

and commissioning. Bidder must configure
appropriate security and administratiorr related

policies, must do integration with other related

hardware/software required to tnake the LAN
functional and shall provide respective

documentation to BBS.

I nstal lation. Testing and

Cornmissioning

SL.
No.

t2 Training

[,ocal Training

The bidder shall have to arrange l 0 (ten) days

training at BBS Headquarlers on ICT equipment,

VirtLralization and ICT SecLrrity of BBS

(installation, testing, comrnissiortirtg,

conliguring, operation and maintenance) fbr 20

persons. The bidder r.vill provide refieshment

(within Tk. 1000/- per trainee per day). training
kits (bag, notepad, pen, training manual etc.)

within Tk. 3000i- per trainee and allowance of
Tk. 2000/- per trainee per day of trair-ring.

13 Others

. Bidder shall have to build NSDS/Private Cloud by installation, testitrg & cotnrltissioning:

. NSDS/Private Cloud should be functional, operational and lTassle fiee;

. All kinds of Hardware, Software & Networking related to build NSDS Cloud by installation,

testing & commissioning will have provide by the bidder within the coded price;

., , Allelectrical cab)K,equiprnentpl( fittings willhaye.{o provide and insJallto build NSDS Cloucl

+ ) &_ \bm,/M 37
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